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The Rower

▪ Smart rowing machine

▪ Android-powered user interface

▪ Gamified workout experience requires a 
subscription

▪ Rower is usable without subscription as a 
normal machine
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Phase 1:

▪ What traffic is it sending? 

▪ How is it handling authorizations?
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Proxying and 
Manipulating 
Traffic



The Lay of 

the Land

▪ Auto loads workout app on 
startup

▪ No virtual or physical buttons

▪ Locks denote modes that 
require a subscription

▪ Nmap port scan reported all 
ports closed
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External Ports
▪ Two open USB ports on the back

5



External Ports
▪ Two open USB ports on the back

▪ Keyboard dongle on the left

▪ Mini-USB adapter on the right 
connected to laptop
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Next Steps

▪ alt+tab to switch views on the tablet 
display

▪ Loaded the settings menu

▪ Enabled developer options

▪ Enabled USB debugging
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Android Debug Bridge (ADB)

▪ Rename 
Burp cert 
to be 
compatible 
with Android
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▪ Remount system 
directory to be writable

▪ Push the cert

▪ Alter cert permissions

▪ Reboot
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Burp CA in Trusted Credentials



Wait…

You can’t just remount 
system to be writable in 
current versions of Android.
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Android 

Version
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Configure 

Burp Proxy 

Listener
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From Proxy Listeners: 

▪ Select Edit

▪ Specific Address

▪ Then the internal network 
interface



Rower 

Upstream 

Proxy
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▪ Edit the WiFi connection

▪ Set the proxy to manual

▪ Set proxy hostname and proxy 
port of your Proxy Listener



Check the Proxy
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Request for billing_state
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Request for billing_state
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Request for feature_flags
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Request for feature_flags
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UI after Editing Requests
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Phase 2:
▪ The rower will go through this 

flow several times while 

navigating the UI. 

▪ Is there a good way to 

automate this?
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Automation



Mitmproxy
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▪ Intercepting proxy

▪ Light weight

▪ Open source

▪ Runs well from the 

Command Line



Mitproxy AddOn Structure
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Proxy Testing

Rower Burp Suite Mitmproxy Internet
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Traffic chain: Rower -> Burp -> Mitmproxy -> Internet



Burp Upstream Proxy Settings
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Settings -> Network -> Connections -> Upstream proxy servers



First Mitmproxy AddOn Script
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Body Files for AddOn
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Account

Feature Flags



Test Run – It works! 
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In Burp… No “Edited” Marker
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Confirming In-App – Extra Functions
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Phase 3: ▪ Mitmproxy has an example that 

states it does not send any data 

to the server

▪ Confirm this function works as 

documented

▪ Mitmproxy service running on 

Raspberry Pi

▪ Flesh out the addon to handle all 

the requests coming from the 

rowing machine
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Handle All 
Responses



Proxy Testing

Rower Mitmproxy Burp Suite Internet
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Proxy swap



Update to AddOn
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We are now acting on the request, not waiting for a response.



Comparing 

Proxies
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Note that these 
requests 
should have 
been here, but 
they are not.

Command used to start mitmproxy:

mitmproxy -s ./AddOn.py --mode upstream:http://<ip-address>:<port> --ssl-insecure
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Pitfall
Don’t point your proxies at each other or this will happen to you



Raspberry Pi 4 

Model B
▪ Ubuntu Server Headless

▪ WiFi Connected 
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Mitmdump
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▪ Even more CLI than 
Mitmproxy



ergatta.service 

config
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▪ Add <someservice>.service to 
/etc/system/system

▪ Note the WorkingDirectory parameter
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Ergatta-script.sh
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Start ergatta.service
▪ If all goes well it should be active (running) status

▪ Use systemctl enable <someservice>.service to have it start automatically on boot



Installation & 

Current State
▪ Glued to the back of the monitor

▪ Powers up normally

▪ Powers down when rower does

▪ Might have some power warnings, 
but otherwise still seems to 
function
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Next Steps
▪ 4 pin 2mm pitch PH connector w/ 

pigtail

▪ Looks like a UART port

▪ Common baud rates failed

▪ Logic analyzer to identify baud rate

▪ Sigrok rabbit hole

41



Firmware Update Domains
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▪ Periodically reaches out to 2 domains for firmware updates

▪ Head requests are identical except for the Host



Rockchip.com
▪ Might not be a squatter, but…

▪ Doesn’t look like a firmware 
distribution website to me
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Rock-

chips.com
▪ New domain, new you

▪ Tried replacing the domain for the 
firmware update, no dice
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Disclosure Schedule
▪ July 19th

• LinkedIn contact attempts.

▪ July 25th

• Called customer support then emailed wireshark 
capture for the firmware updates to them and their 
CTO Prasanna Swaminathan.

▪ September 20th

• Email follow up, and first mention of authZ issues.

▪ September 23rd

• Prasanna responded and asked for details. Shared 
screenshots and high-level findings.

▪ September 27th

• Zoom meeting with Prasanna to talk through the 
authZ findings. 2 month patching window. 

45



netspi.com

241 N 5th Ave Suite 1200

Minneapolis, MN 55401

Questions? 

Senior Security Consultant

Shane Kell
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shane.kell@netspi.com


	Slide 1
	Slide 2
	Slide 3: Phase 1:
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20: Phase 2:
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26
	Slide 27
	Slide 28
	Slide 29
	Slide 30: Phase 3:
	Slide 31
	Slide 32
	Slide 33
	Slide 34
	Slide 35
	Slide 36
	Slide 37
	Slide 38
	Slide 39
	Slide 40
	Slide 41
	Slide 42
	Slide 43
	Slide 44
	Slide 45
	Slide 46

