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On June 29, 2021, NetSPI President and CEO Aaron Shilts was
featured in an article from Minne Inno and Minneapolis/St.
Paul Business Journal:

Ransomware attacks have recently made headlines as everything
from meat suppliers to schools and hospitals are falling prey
to the unforgiving data breaches.
Minneapolis-based NetSPI, a network security firm, is now
offering a ransomware attack simulation service to help
companies protect themselves.

The service works by emulating real-world ransomware attacks
to find and fix vulnerabilities in a companies cybersecurity
defenses.
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Shilts said the simulation not only illuminates where a breach
can be made, but how the companies systems responded to the
attack.
“That’s a big part of it. If you can detect something soon,
you can usually protect it before they take out the entire
network,” he said. “If you don’t have the
capabilities, it will spread very quickly.
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With tens of millions of dollars funneling towards the
attackers, many of whom are backed by foreign governments, it
seems like a daunting task to stay on pace with the attackers.
However, out of NetSPI’s 225 employees, 150 of them are cyber
security experts that research and familiarize themselves with
the latest attack patterns.
Shilts said the team is incredibly sharp and “lives and
breathes” cybersecurity.
As far as who would benefit the most from the company’s
service, Shilts said any operating business is a target to the
attacks.
NetSPI’s work gravitates more towards heavily regulated
financial services that store personally identifiable data.
But less regulated industries such as K-12, state and local
government are high targets because they’re easier to pickoff.
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